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O manpasjiensuu nHpOpMaITUU

JlemmapraMeHT TOCyJapCTBEHHON TMOJUTUKU B cdepe obijero o006pa3oBaHUA
MunoOpHayku Poccum HampasiiseT /il CBeZleHHsA pa3paboTaHHble BpemeHHOM
komuccueii CoBera ®enepanmuu 10 pa3BUTHI0O HHGOPMAIMOHHOTO 00IIEeCTBa
METOAUYECKNEe PEKOMEHJAllMU O pasMelleHWW Ha WHQOPMAIMOHHBIX CTEeHAax

Ogl)I/IH,I/IaIIbHBIX HHTe[zHeT-CaﬁTaX u APYIrux I’IHQI)O[}M&H,I/IOHHBIX pecypcax

06me06pa303aTe11be1x OpraHM3AaIlui W OPraHOB, OCYIIECTBJIAIONINX YIDPaBJIEHHE B

cglzepe O6[)330B3HI/IH, I/IHQIQO[}Ma![I/II/I o b6eszomacHoM IIOBE€ACHNH M HMCIIOJIb3OBAHUH CETU

|l

'MuTtepHet".

Jupexktop [lenapramenTta
A.E.IleTrpoB
[Ipunoxenue

[TpunoxkeHue. MeTtomuecKrie peKOMEHIAIMY O Pa3MeIleHUH Ha WH(POPMAaITHOHHBIX
CTeH/1aX, 0QUIINATLHBIX MHTEPHET-CAUTAaX U IPYTUX HHGOPMAIIMOHHBIX pecypcax
00111e00pa30BaTeIbHBIX OPraHU3AIUI U OPTaHOB, OCYIIECTBIIAIONINX YIIPaBJIeHHE B
chepe obpazoBanus, HHGOPMAIUKU 0 O€30IIACHOM ITOBEIEHUN U UCIIOJIb30BAHUU CETH
"UuTepuer”

JkcrnepramMu U 4wieHamMu Bpemennoit komuccumu CoBera ®emepanuu 10 Pa3BUTHIO
WH(OPMAIIMOHHOTO O0IIECTBA B PaMKax BBIITOJTHEHHUSA PEKOMEHAIUN IapIaMeHTCKUX
caymaHuii "AKTyaJibHbIE BOIIPOCHI obOecrieueHusi 0€30IMaCHOCTH U Pa3BUTHsA JeTell B
MH(POPMAIIMOHHOM IpOCTpaHCTBe", KoTopble mponutd B CoBete Pefepanuu 17 ampes
2017 T., ObUTH pazpaboTaHbl MeTOANYECKHe PEeKOMEHJAIMM O pa3MeIleHud Ha
WHPOPMAIIMOHHBIX  CTEHZAX, O(QUIUMAIbHBIX  HWHTEPHET-CAUTaX W  JIPYTHX
MHQOPMANMOHHBIX pecypcax o00ImeoOpa3oBaTEIbHBIX OpPraHU3alliid W OPraHoB,
OCYIIIECTBJISIONIVX yIIpaBieHue B chepe obpazoBaHusA, mHGOPMAIUU O 0OE30IIaCHOM
IOBEJJEHN W HCIOJIb30BaHWM ceTu 'VIHTepHeT" (majsiee - MeTOJHYecKHe
PEKOMEeH/IaIuH).

Metouueckue pEKOMEHJAIUM HAIMPABJIEHbBl HA KAaYECTBEHHOE IOBBIIIEHUE YPOBHS
WHPOPMAIIMOHHON JIeATETbHOCTH 00IIe00pa30BaTEIbHBIX OPraHU3aliil W OpPraHOB,
OCYIIECTBJISIONINX YIIpaBjieHHe B cdepe oOpa3oBaHUsA, B YaCTH HWHGOPMHPOBAHUSA
yUaIUXCsA, KX POIUTeNeN (3aKOHHBIX IIPEICTaBUTEJIEN) U 1e/JarOTHYeCKUX pabOTHUKOB
00 OCHOBHBIX acrekTax HGOPMAIIIOHHON 0€30IIaCHOCTH.

MeTtoandyeckre pPeKOMEHIAIMN IT03BOJIAT O00Ie00pa3oBaTeIbHBIM OpPTraHU3AIUAM U
opraHaM, OCYII[eCTBJIAIOIINM yIIpaBjeHue B chepe 00pa3oBaHus, aKTyaIU3UPOBATH YKe
HCIIOJIb3yeMbIe U pa3MellleHHble MHPOpMaIlMOHHbIE MaTePUAJIbl, TAaK U ITOATOTOBUTH UX
B CJTydae UX OTCYTCTBHSI C yUETOM JIYUIIUX MPAKTUK M PEKOMEH/TaIlniH.

B paMKaxX METOANYECKUX peKOMeHI[aHI/Iﬁ pacCMaTpUBAOTCA CIeAyIonire NHCTPYMEHTDI:
1. I/IH(I)OpMa]_II/IOHHbIe CTE€H/bI,

2. ounmasIbHble HHTEPHET-PECYPCHI;
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3. CpeacTBa MacCOBOU I/IH(I)OpMaI_[I/II/I (IJ_II{OJII)HI)Ie ra3eTnl, IIeJarorutdyeCKue m3ganud 1
Apyrue).

NHdopmMaLnoHHbIe CTeH b

Ha wuHQOpMAlMOHHBIX CTeHJAaX B  00IeoOpa3oBaTeIbHBIX  OpPraHU3AIHAX,
pacIioJIOKeHHBIX B (poiie yupexkJieHUil U B KaOWHeTaX, OCHAIlleHHbIX II€pCOHAIbHBIMU
ycTpolicTBaMH /i1 BBIXOAA B ceTh 'VIHTepHET', peKOMEeHJIyeTcsl pa3MeCTUTh
MHQOPMANIMOHHBIE TAMATKH, COJEpKalllFieé OCHOBHBIE COBETHI IO O0eCIeYeHUI0
nHGOPMAIOHHOM 6€30MaCHOCTH YYaIIIHXCH.

B npuwioxennu NO 1 K METOANYECKUM PEKOMEHIAINAM IIPeICTaBIeH 00pa3el] MaMATKU
JUIA pa3MelleHnsa Ha MHQOPMAIMOHHBIX CTEH/IAX.

CpepnctBa maccoBoun MHGopMauum

B cpenmcrBax MaccoBoi umHGpOpMaNWW, OPUEHTHPOBAHHBIX HA O00ydJaronuxcs,
peKOMeH/IyeTcsl B TeueHHe yueOHOTro roJla PeryyIsApHO MyOJIMKOoBaTh HHGOPMAIIOHHBIE
MaTepuaJjibl, IIOCBAIIIEHHbIE OTACJIbHBIM aACII€EKTaM I/IH(I)OPMB.LII/IOHHOfI 6630HaCHOCTI/I, a
TAKK€ pa3/INYHbIC IIAMATKH 06mero XapakTepa.

B cpeacrBax MaccoBodl wuH@OpManu{, OPUEHTUPOBAHHBIX Ha I€JaroTHYECKYI0
OOIIIeCTBEHHOCTh, pPEKOMEH/yeTcsl B TeYeHHe KaJeHJApHOTO TIoJila PEeryJIspHO
my0JiMKoBaTh MHMOPMAIMOHHBIE MaTepHUaJIbl, ITOCBSAIIEHHBbIE OTAEJBHBIM acIeKTaMm
“HOOPMAITMOHHOHN 6e301acHOCTH KakK HeCOBepIlIeHHOJIETHUX, TaK u
00111e00pa30BaTeIbHBIX OPTraHU3AIWMi, a TaKKe pa3jinuHble NOaMATKU, 0030DbI
HOPMaTUBHO-IIPABOBOTO  PEryJIMPOBAaHUA JlaHHOM cdeppl u wuHPOpMAIUIO O
aKTyaJIbHBIX MEPOIIPUATHUAX U COOBITUAX B IAHHOH cdepe.

B xome mpoBenenusi EguHOoro ypoka mo Oe3zomacHocTd B cetu ' HHTepHer"
PEKOMEH/IyeTCsI O0ECIEUYUTh BBIMYCK TEMATUYECKOTO BBIMYCKA CPEACTBA MAacCCOBOU
nHGOPMAIINH JTUOO0 CEpUU IMyOJIUKAIIUH, CPEIN KOTOPHIX PACCMOTPETh OPraHU30BaAHHbIE
MeponpuATuA A oOyJyamluxcsa, UX poauTesnedl (3aKOHHBIX IIpeJiCTaBUTENeH) U
[eJaroruuyecKou 00IIeCTBEHHOCTH.

OdmuymnanbHble IHTEpHET-pecypchbl

O611e00pa3oBaTeIbHBIM OPraHU3ALMAM PEKOMEHYETCS Ha CBOUX OQMUITUAIIBHBIX
HuTepHeT-pecypcax  obecreuuTh  (GYHKIIUOHHUPDOBAHME  CAMOCTOATEJIBHOTO U
CIIeIIUATU3UPOBAHHOTO paszena "MHdopmanumoHHass 06e30mMacHOCTh', B paMKax
KOTOPOTO IIPeAyCMOTPETh Pa3MelleHue caeayIomel nH(popManum:

®dopmar
N Paznen/monpaznen MIPE/ICTABIICHUS Coneprxanue MaTepragoB
MaTepuaioB

Pa3mematorcst Konuu JOKYMEHTOB, T.€.
CKaHUPOBAHHBII BapHaHT JIOKyMEHTa,
COOTBETCTBYIOIIMH  TpeOOBaHUSAM K

JlokanbHbIC
HOpPMATHUBHBIC aKThl B
chepe obecneuenus | Kommm moKyMeHTOB B

napamerpam CKaHHPOBAHMSI.
7 k

Iqu)OpMaHHOHHOH (bopmare *PDF Pa3zmemarorcs JIOKYMEHTBHI,
C30MACHOCTH periiaMeHTUPYIOLIUE OpraHUu3alMuI0 |
o0yyJaronmxcs

paboTy ¢ TMEepCOHAIbHBIMHU JIAHHBIMH,
IJIaHBl MEPOTIPUATUH 1O 00eCIeYeHUIO
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MH(POPMALIMOHHOH 0e3omacHOCTH
00ydJaronmxcs u Ipyrue.

[TyGnuKyrOTCS aKTyallbHbIE CBECHUS O
benepaibHbIX " PErMOHAIBHBIX
3aKOHAX, IUCBbMAax OpPraHOB BIIACTU U

Jpyrue HOpPMAaTUBHO-IIPABOBLIE
JIOKYMEHTBHI, pETIIaMEHTHPYIOLINE
Hopmarusnoe Konuu noxymeHtoB B | obecrieueHue uH(pOPMaITMOHHON
peryiupoBaHue dopmate *PDF 0€301acHOCTH HECOBEPILICHHOJIETHUX.
Homyckaercs BMECTO KON U
pa3Meniarb TUIEPCChUTKU Ha

COOTBETCTBYIOIIME  JOKYMEHTBHl  Ha
calTax OpraHoB TIOCYJapCTBEHHOH

BJIACTH.
Pasmemarorcs METOANYECKUE
TekcT Ha CTpaHHUlIe PEKOMEHOaIN N u YKa3bIBa€TCsA
aiita nH(popManus 0 MEPOTIPUATHSIIX
[lenarornueckum ¢ (opman porIp ’
GO THIKAM IIPOEKTax u IIporpaMmax,
p Kormu 10KyMEHTOB B | HampaBieHHBIX Ha TOBBIIIICHUEC
¢popmare *PDF UH(OPMALIMOHHON IPaMOTHOCTH
MeIarornyecknx paboTHUKOB.
Pasmemaercs nH(pOopMalnOHHAs
namsTka (mpuwiokeHue Ne  2)
Ka3bIBaeTCs uH(popmanus 0
Tekct Ha crTpaHune y (bop
OO6yuaromumces caiita MEPOIPHUATHSIX, IIPOEKTaxX u
mporpamMmax,  HampaBJ€HHBIX  Ha
MOBBIIICHHE MH(pOpMaMOHHON
IPaMOTHOCTH O0yYarOIINXCS.
Ponurensam
(3aKOHHBIM Texcr Ha crpanune | Pazmemaercs nH(pOpMaLOHHAs
PEICTaBUTEINSIM) caiita namsiTka (mpuinoskenue Ne 3).
oOyJaronuxcs

Pasmemaercs nHpopMarus 0
PEKOMEHIyeMbIX K HCIIOJIb30BAHHUIO B
y4eOHOM npoiiecce 0e30IacHBIX
caiitax, OaHHEpbI O€30IaCHBIX JETCKUX
CalToB.

Herckue Oe3omacHbie | Tekct Ha crpaHUIE
CaUThI caurta

OpraHam, OCYIIECTBJIAIONINM yIIpaBjieHue B cepe oOpa3oBaHUs, PEKOMEH/IyeTcs Ha
ceoux odunmanbHblXx  VHTepHeT-pecypcax  obecreuuTh  (QYHKIMOHUPOBAHHUE
CaMOCTOATEJIPHOTO W CIeNUAJIU3UPOBAaHHOrOo  paszaena  "MHdbopmanuoHHAs
0e30macHOCTH", B paMKaxXx KOTOPOTO THIPEAyCMOTPETh pa3MeIleHue CJIeAyIoIen
nHpoOpManuu:

[Ipunoxenue NO 1
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[Tpunoxkenue 1. [TamsaTka /U1 oOydaronuxcsa 00 nHGOPMAIMOHHONU 6€30ITaCHOCTH
aeTen
HEJIb34

1. Bcem moapsia coolIaTh cBO0O YacTHy0 nHopMmaruio (HacTosmyue uMsa, ¢GaMUIIno,
TesieOH, afpec, HOMeP IIIKOJIbI, a TakKe ¢GoTorpadu CBOU, CBOEH CEMbU U JPy3€ei);

2. OTKpI)IBaTI) BJIOKE€HHbIE (1)aI>JIJIbI SJIeKTpOHHOfl II04YThbI, KOI'ZJAa HE 3HAa€Ellb
OTIIPABUTEJIA;

3. I'pybuts, npuaupaTthes, OKa3bIBaTh JaBJIeHUE - BECTH ce0s1 HEBEXKJIMBO U arPECCUBHO;

4. He pacmopspkaiicsi fleHbraMH TBOeU ceMbU 0e3 pa3pelleHusl CTapIInX - BCETZa
cIipallmBau poauTese;

5. He Bcrpeuatica ¢ VHTepHET-3HAKOMBIMH B pPealbHOH JKU3HU - IIOCOBETYUCS CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIIb.

OCTOPOXKHO

1. He Bce mumryT mpaBay. Yuraems o cebe Henpaay B VIHTepHETe - coo0Iu 06 3TOM
CBOHM POJTUTEJISIM WJIH OTIEKyHAM;

2. [IpuryiamarT mepenuchiBaThCA, UTPaTh, 0OMEHUBATHCS - IPOBEPD, HET JIU ITO/[BOXA;
3. HezakonHOe konmpoBaHue daityioB B IHTepHETE - BOPOBCTBO;
4. Bceryia paccka3piBail B3pOCIBIM O ITpOOJIeMax B CETH - OHU BCET/IA [IOMOTYT;

5. Wcnonp3yih HACTpOHMKU 0e30MaCHOCTH U MPUBATHOCTU, YTOOBI HE IMOTEPATH CBOU
AKKayHTBI B COICETAX U JIPYTUX IMOPTAIaX.

MOXKXHO

1. YBaxkall IpyTux M0JIb30BaTesel;

2. [Tonb3yenibesa IHTEpHET-UCTOUHUKOM - JleJIall CChUIKY Ha HETO;
3. OTKpBIBaHl TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O6maThes 32 MOMOIIBIO B3POCJIBIM - POUTENH, ONIEKYHBI U aIMUHUCTPAIUS CAaTOB
BCer/ia IOMOTYT;

5. Ilpotimu oOyuenne Ha caiite "CeTeBMYOK" U IMOJYyYHd MACIOPT LH(PPOBOTO
rpakJgaHuHal

IIpunoxenue N2 2

[Tpunoxkenue 2. MHGOpManoOHHas ITaMITKA JIJIA 00YJYAIONUXCS JIJIA pa3MeIleHns Ha
odUIIIATbHBIX HHTEPHET-PECcypcax

C KaKJIbIM TOZIOM MOJIOJIE’KH B MHTEPHETE CTAHOBUTCS OOJIBIIIE, a IITKOJIBHUKH OJHU U3
caMbIX aKTUBHBIX MMOJIb30BaTe el PyHera. Mexxy TeM, TIOMHMO OTPOMHOTO KOJTUYECTBA
BO3MOXKHOCTEH, MHTEPDHET HeceT M MpoOJieMbl. JTa HaMATKa JOJKHA TIOMOYb Tebe
0e30IacHO HAaXOJUTHCS B CETH.

KoMmnbrorepHble BUPYyChI



KoMIploTEpHBIA  BUPYC - 3TO Pa3HOBUJAHOCTh KOMIIBIOTEPHBIX  ITPOTPaMM,
OTJIMYHUTETHHOU OCOOEHHOCTHIO KOTOPOH SIBJISIETCSA CIOCOOHOCTh K Pa3MHOMKEHHIO. B
JIOTIOJIHEHUE K 3TOMY, BUPYChl MOTYT MOBPEAUTH WA IOJIHOCTHIO YHUUTOXKHUTH BCE
daitbl ¥ JaHHBIE, MOJAKOHTPOJBbHBIE II0JIb30BATENII0, OT HMEHH KOTOPOTO ObLIa
3amyllieHa 3apa)keHHas IporpaMMa, a TaKyKe IIOBPEJIUTh WU JlaKe YHUUYTOXKUTH
OIIEPAIMOHHYI0 CHCTEMY cO BceMu daiyilaMd B I1eJIoM. B OOJIBIITMHCTBE CJIydaeB
pacIpoCTPaHAIOTCA BUPYCHI Uepe3 UHTEPHET.

MeToapb! 3alIUTHI OT BPEJJOHOCHBIX TPOTPAMM:

1. Mcnosb3yil coBpeMeHHbIE OllepalliOHHBbIE CUCTEMBI, UMEIOINEe CepPhe3HBbIN YPOBEHD
3alUTHI OT BPEJJOHOCHBIX IPOIPaMM;

2. TlocTogHHO ycTaHaBiuBail nautu (ugpoBble 3aIIaTKHU, KOTOpPble aBTOMATUYECKU
yCTAaHABJIUBAIOTCA C I€JIbI0 JOPAaOOTKHU IPOTpPaMMbI) U Apyrue OOHOBJIEHHSA CBOEH
omnepanuoHHOU cucTeMbl. CKaUMBall UX TOJIBKO C O(PUIIMATIBHOTO caiiTa pa3paboTumKa
OC. Ecsu cy1iecTByeT peKUM aBTOMAaTHUYeCKOTO OOHOBJIEHN S, BKJIIOUHU €T0;

3. Paboraii Ha cBoeM KOMIIbIOTEpE II0J] IPaBaMU IOJIb30BaTesIsdA, 4 He a/IMUHUCTPATOPA.
ITO He MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOTPAMM MHCTJLTUPOBATHCSA HA TBOEM
[IEPCOHATBHOM KOMIIBIOTEDE;

4. Mcrionb3yii aHTUBUPYCHBIE IIPOTPAMMHbBIE IIPOIYKTHI U3BECTHBIX IIPOU3BOJIUTEIIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3s;

5. Orpannub GU3UUECKUU IOCTYN K KOMIIBIOTEPY /1J18 IOCTOPOHHUX JIUII;

6. Vcnosp3ydl BHEITHUE HOCUTEIU UH(POPMALMU, TaKue Kak (JIelika, JUCK Win (aiia
13 NHTEPHETA, TOJIbKO 13 IIPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIIbIOTEPHBIE (DANIBI, MTOJIyYEHHbIE U3 HEHAJEKHBIX UCTOUHUKOB.
Jaxe Te ¢ailbl, KOTOPbIE MPUCIAJ TBOU 3HAKOMBIHN. JIyullle yTOUYHH Y HETO, OTIIPABJISI
Jiu OH Tebe uX.

Cerun WI-FI

Wi-Fi - aT0 He BUJ Iepefaud NaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OpEH], MapKa.
Eme B 1991 roay HuzepsaHacKas KOMIIaHusA 3aperucrpupoBana 6penz "WECA", uro
oboszHauasio cioBocoueranue "Wireless Fidelity", xoropslii mnepeBoauTCA Kak
"GecrpoBoIHASA TOYHOCTD .

Jlo Hamero BpeMeHH JIONLIA Jipyras abOpeBHaTypa, KOTOpas SBJISETCA TaKOU Ke

TexHoJsioruel. 9To abbpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLIO JAHO C HAMEKOM Ha

CTaHAApT BbICIIEN 3BYKOBOW TexHWku Hi-Fi, uTo B mepeBoje o3HauvaeT "BBICOKASA
"

TOYHOCTB".

Jla, GecIyIaTHBIM MHTEPHET-AOCTYII B Kade, OTeNIsIX U adpOIOPTax SABJISAETCA OTIUYHON
BO3MOJKHOCTBIO BBIXO/Zla B HWHTepHeT. HO MHOruMe BOKCHEPTHI CYUTAIOT, YTO
obmenoctymrabie Wi-Fi cetu He ABIAIOTCA 6€30IMaCHBIMU.

CoseTbl 110 6€3011aCHOCTH PAabOTHI B 00IIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepegaBaii cBo JUUYHYH HHMOpMaIuio udepe3 oOIemocTymHble Wi-Fi ceru.
Paboras B HUX, JKeJIaTeJIbHO HE BBOJAUTD IMAPOJIU JOCTYIIA, IOTUHBI U KAaKHEe-TO HOMEPA;



2. Mcnosb3yit 1 OOHOBJISIH aHTUBUPYCHBIE ITPOTPAMMBI U OpaH/Mayep. TeM caMbIM ThI
obe3omacuib cedst OT 3aKaYyKU BUpPyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonwp3oBanum Wi-Fi otrimoun ¢yuknuio "O6muil moctyn k daiiam u
npuHTepam'. JlaHHasg QYHKIOUA 3aKphiTa IO YMOJIYAHHUIO, OJHAKO HEKOTOPHIE
II0JIb30BATEJN aKTUBUPYIOT €€ JIs1 yI00CTBa UCIIOIb30BaHusA B paboTe miu yuebe;

4. He ucnonwayi nyosauaabiii WI-FI p1s nepeaun JIMUHBIX JIAHHBIX, HAIIPUMED JIJIA
BBIX0/IA B COLIMAJIbHBIE CETU WM B 3JIEKTPOHHYIO IIOYTY;

5. Ucnonb3ylt Tosibko 3amuiieHHoe coennHenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-azpeca BBoau uMeHHO "https://";

6. B wmoOwibHOM TenedoHe oTkiaoun ¢yHKnuo 'Tlogkiawouenne k- Wi-Fi
apromMaTuuecku''. He Jomyckail aBTOMaTUYECKOTO IOJIKIIOUEHUs] YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero corjacusi.

ConuajibHbBIE CETH

ComuasibHbIEe CeTH aKTHUBHO BXOJIAIT B HAIIy JKU3Hb, MHOTHE JIIOAU PAOOTAIOT U JKUBYT
TaM IIOCTOSTHHO, a B Facebook y»ke 3apeructpupoBaH MULIHAP]T YEJIOBEK, UTO SBJISIETCS
OZIHOH cenbMOU BCeX KHUTeJIed IIaHeThbl. MHOTrHe II0JIb30BaTeJI He MOHUMAIOT, 4TO
nHpopManusa, pasMelleHHas UMH B COIMAJIBHBIX CETAX, MOMKET OBITh HaljleHa u
HCII0JIb30BaHa KEM YTOTHO, B TOM UHCJIe He 00A3aTeJIbHO ¢ OJ1ariMU HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 O€30MMaCHOCTHU B COIINAJIBHBIX CETAX:

1. OrpaHuYb CIHCOK Jpy3ed. Y Tebs B JPy3bsiX HE JOJDKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amuinand CBOIO YacTHYIO >KU3Hb. He ykasbpiBaul maposiu, TejaedoHbI, aapeca, AaTy
TBOEr0 POXKJIEHUs U JAPYIyI0 JUYHYI0 WHQOpManuio. 3JIOYMBINUIEHHUKH MOTYT
HCIIOJIb30BaTh Jake WHGOPMAIUI0 O TOM, KaK Thl WM TBOU POJUTENHN IUJIAHUPYETE
IIPOBECTU KAHUKYJIbI;

3. 3amwuIai cBOI0 peryTaIuio - JePKU ee B UICTOTE U 3a7jaBaii cebe BOIIPOC: XOTeJl ObI
TBI, YTOOBI JPyTHeE M0JIH30BaTEIN BU/IEJIH, UTO ThI 3arpyKaemib? [Togymai, mpexae yem
YTO-TO OMyOJIMKOBATh, HATIMCATh U 3aTPY3HUTh;

4. Eciu THI TOBOPHII C JIIOABMH, KOTOPBIX HE 3Haelllb, He UCIIOJb3YH CBOE peaibHOe
UM U APYTYIO TUYHYI0 HHQOPMAINU: UMsI, MECTO KUTEIbCTBA, MECTO YUIEOBI U IIPOYEE;

5. M36eraii pazmemenus ¢pororpaduii B IHTepHETE, T/Ie THI H300pa’keH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIPEJIETUTH TBOE MECTOIIOJIOKEHUE;

6. IIpu perucrpamnuu B COIHMAIBHONU CETH HEOOXOUMO HCIIOIb30BaTh CJIOKHBIE TTAPOJIH,
cocrosmue u3 OykB 1 udp U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;

7. JIJ1s1 conmaybHOM CEeTH, MOYTHI U APYTUX CAaUTOB HEOOXOAMMO HCIIOJIb30BAaTh pa3HbIE
napostu. Torga ecsu TebGs B3JIOMAIOT, TO 3JI0YMBIIIUIEHHUKH IIOJIyYaT JOCTYI TOJIBKO K
OJIHOMY MeCTy, a He BO BCe cpasy.

JJIEKTPOHHBbIE JEeHbI'N

JJIEKTPOHHBIE JIEHBI'H - 3TO OYEHb yAOOHBIA CIOCOO IUIaTeXel, OAHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJIYIUTh 3TH JIEHbIH.



JJIEKTPOHHbBIE JIEHbI'H MOSIBUJINCH COBCEM HEIAaBHO M MMEHHO M3-3a 3TOTO BO MHOTHX
TOCYZIapCTBAX /IO CHUX IOP HE IMPOIKUCAHO PO HUX B 3aKOHAX.

B Poccuu ke OHU (PYHKIIMOHUPYIOT U O HHX YK€ IIPOIMCAHO B 3aKOHE, TJie HUX
pas/iesIIoT Ha HECKOJIBKO BHUJIOB - aHOHUMHBIE U He aHOHUMHBIE. PasHHIIA B TOM, UTO
AaHOHHMHBIE - 3TO Te, B KOTOPBIX paspellaercs MIPOBOAUTh oOlepanuu 0e3
uaeHTUUKAIIMY TT0JIb30BaTess, a B HEAHOHUMHBIX HAEHTU(DHUKAIUA I0JIb30BATEIS
ABJIsIeTCs 00513aTeIbHOM.

Takke ciefyer pasnyarh 3J1€KTPOHHbIE (hUATHBIE JIEHBI'M (PaBHBI TOCY/IaPCTBEHHBIM
BJIIOTAM) U 3JIEKTPOHHBIE He(pHUATHBIE JIEHBI'M (HE PaBHBI TOCY/IaPCTBEHHBIM BTIOTaAM).

OCHOBHBIE COBETHI 110 O€30I1acHOMI pa60Te C SJIECKTPOHHBIMM JI€HbI'aMU:

1. [IpuBsku K cueTy MOOWIBHBINA TesiedOoH. DTO caMblil yZIOOHBIA M OBICTPBIN CIIOCOD
BOCCTAHOBUTb JIOCTYII K cueTy. [IpuBsi3aHHBIN Teste)OH MTOMOXKET, €CJIH 3a0yAelb CBON
IJIaTEKHBIN TTapOJIb WU 3aU/Ielllb HAa CAUT ¢ HE3HAKOMOTO YCTPOMCTRBA;

2. Mcnonp3y# o/iHOpa3oBhle maposu. Ilocsie mepexona Ha YCUJIEHHYIO aBTOPHU3AIUIO
Tebe yKe He Oy/IeT yrpoKaTh OIIaCHOCTD KPaXKU WJIH IepexBaTa IJIaTesKHOTO IapoJis;

3. Boibepu cioxHbIi maposb. [IpecTymHukam OyZeT He HPOCTO YrafiaTh CJIOKHBIN
naposib. HaziesxHple aposiu - 3TO MapoJjid, KOTOpble co/iepKaT He MeHee 8 3HAKOB U
BKJIIOUAIOT B ce0s CTPOUYHBbIE U IPOIHCHBIE OYKBBI, IUMPHI U HECKOJIBKO CHUMBOJIOB,
TaKye KaK 3HaK JIoJuiapa, GyHTa, BOCKJIHUIATEIbHBIN 3HaK U T.11. Hanpumep, $tRong!;;

4. He BBOZIM CBOM JIMUHBIE JAHHBIE HA CAWiTaX, KOTOPBIM HE JIOBEPSIEIIb.
AJIeKTPOHHAasA MmovTa

AJIEKTPOHHAs II0YTA - 3TO TEXHOJIOTUSA U MPEAOCTABJISIEMbIE €10 YCJIYTH I10 IEPECHUIKE U
IIOJIYYEHHIO BJIEKTPOHHBIX COOOINEHUN, KOTOPhIE PACIPEAESISAIOTCA B KOMITBIOTEPHOU
cetu. OOBIYHO BJIEKTPOHHBIM IIOUTOBBIA SIIUK BBIVIAAUT CJIEAYIOIUM 00pa3oM:
UMsI_II0JIb30BaTeA@UMs_IoMeHa. Takke Kpome mepeziaq IMpoCTOro TEKCTa, MMEETCS
BO3MOXKHOCTb IepPeIaBaTh (DauIbl.

OcHOBHBIE COBETHI 110 Oe30TIacHOU paboTe C 3JIEKTPOHHOU ITOYTOM:

1. Hayjo BeIOpaTh MpaBUJIBHBIN MTOYTOBBIN cepBUC. B MHTEepHETe ecTh OTPOMHBIN BHIOOD
OecrnyIaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO JIydllle JIOBEPSATh Te€M, KOTO 3HAellb U KTO
IIepBbIU B PEUTHUHTE;

2. He ykaspIBaii B JIMYHOH IMOUTe JTUYHYIO HHopMaruo. Hampumep, jydiine BoIOpaTh
"My3bIKJIbHBIN__paHaT@" win "pok2013" BMecTo "Tema13";

3. Mcnosb3yil ABYXATAMHYIO0 aBTOPU3ALNI0. TO KOT/Ia IOMUMO IapoJis Hy:KHO BBOJIUTH
KOJI, MpHCchlIaeMbIl 110 SMS;

4. Bpibepu cyIOKHBIA Taposb. [T KaKAOTO MOYTOBOTO SIIHKA JOJKEH OBITh CBOU
HA/IE’KHBIN, YCTOUYUBBIN K B3JIOMY I1apOJIb;

5. Eciii ecTh BO3MOKHOCTH HAIlUCATh CaMOMY CBOM JIMUHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MO>KHOCTB;



6. Vcnosib3yil HECKOJIPKO IIOYUTOBBIX SIIUKOB. IIepBBIN /I YAaCTHOU IEPENMUCKH C
azpecaTamu, KOTOPBIM ThI JIOBEPSEIIb. ITO AJIEKTPOHHBINA a/ipec He HAJ/I0 UCIIOJIb30BaTh
IIpU perucrpanuu Ha ¢opymax U caiTax;

7. He oTKpbIBail (paiyibl U ApyTHe BJIOKEHUS B IMHChbMAaX, JaKe €CJIU OHU HPUIIUIA OT
TBOUX JIpy3el. JIydiie yTOYHH Y HUX, OTIIPABJISUIH JIM OHU Tebe 3TU (paiibr;

8. Ilocsie okoHuUaHHWsA PabOTHl Ha MOYTOBOM CEpPBUCE Iepef] 3aKPBITHEM BKJIAJKH C
caiiToM He 3a0yZb HA>KaTh HA "BeriTH".

Ku6epOoy/LTMHT WV BUPTYaJIbHOE U3/1€BaTeJIbCTBO

KubepOysimuHT - TIpecjieloBaHUE COOOINEHUSIMH, COAEPIKAIUMH OCKODOJIEHUS,
arpeccuio, 3alyTMBaHWe; XYJIUTAHCTBO; COIMATIbHOE OOWKOTHPOBAHHE C ITOMOIIIBIO
Pa3JINYHBIX UHTEPHET-CEPBHUCOB.

OcHoBHBIE COBeTHI 10 60pbbE ¢ KUOEepOYJIMHTOM:

1. He Opocaiica B 60#. JIyummii criocob: ITOCOBETOBAaThCSA KaK ceOsS BECTH U, €CIU HET
TOTO, K KOMY MOKHO OOpaTHUThCSI, TO BHaUYasIe YCIIOKOUTHCSA. Eciiu Thl HAUHEITh OTBEYATh
OCKOPOJIEHUSMH Ha OCKOPOJIEHHUS, TO TOJIBKO ellfe OOJIbIIE PA30KIKEINTh KOH(IIUKT;

2. Yopapiisii cBoell kubeppemnyranuen;

3. AHOHUMHOCTL B CETH MHHMAas. CYI_I_[eCTBy'IOT CIIOCOOBI BBIACHUTH, KTO CTOHUT 3a
AHOHHNMHBIM aKKayHTOM;

4. He cTout BecTH XyJIMTaHCKUHM 00pa3 BUPTYaJIbHOU KU3HU. VIHTEpHET (pUKCUpYET Bce
TBOU JIEUCTBUSA U COXPAHAET UX. YTATUTh UX Oy/leT KpaiiHe 3aTpy/IHUTEIHHO;

5. Cobsro/1ali CBOIO BUPTYQJIbHYIO UECTh CMOJIOAY;

6. UrHopupyil enuHUYHBI HeraTuB. OJIHOpPA30BblE OCKOPOUTESbHBIE COOOIEHUA
JIyqirie uirHopupoBaTh. OOBIUHO arpeccus MpeKpaliaercs Ha HaYaJIbHOU CTa{uM;

7. ban arpeccopa. B nporpammax o6MeHa MTHOBEHHBIMH COOOIIEHUSAMH, B COITUTbHBIX
CeTSIX eCTh BO3MOXKHOCTH OJIOKHUPOBKH OTIIPABKH COOOIIEHUH C OIIPEZIETIEHHBIX a/[PECOB;

8. Ecim TBI cBuzerens kKubepOysuimHra. TBou JelcTBUA: BBICTYIIUTh IPOTUB
Ipecjie/loBaTesisA, IOKa3aTh €My, 4YTO €ro JIeMCTBUS OIIEHUBAIOTCA HEraTUBHO,
IIO/I/IEPKATH JKEPTBY, KOTOPOH HY»KHA IICUXO0JIOTHYECKas IIOMOIIb, COOOIIUTH B3POCIBIM
0 ¢aKTe arpeCcCUBHOTO MOBEJIEHUS B CETH.

MoouiibHBbIH TEeJ1IedhOH

CoBpemeHHble cMapT(OHBI U IUIAHIIETHl COZEp:KaT B cede BIIOJIHE B3POCIIBIN
(dyHKIUOHAJ, ¥ Temepb OHU MOTYT KOHKYPUPOBaThb CO CTallMOHAPHBIMU
KoMmIibloTepaMu. OJTHAKO, CPEICTB 3AIIUTHI JJIsI IIOJITOOHBIX YCTPOUCTB ITOKa OUYEHDb MAJIO.
TecTupoBaHME U MOUCK YSI3BUMOCTEH B HUX MPOUCXOJAUT HE TaK MHTEHCUBHO, KaK JIJIA
ITK, To »ke camMmoe KacaeTcss 1 MOOMJIbHBIX TPUJIOKEHUH.

CoBpeMeHHble MOOWIbHBIE Opay3ephl YyiKe MNPaKTUUYECKH JOTHAJIU HaCTOJIbHbBIE
aQHAJIOTH, OTHAKO paciupeHue GyHKIIMOHAA BIEYET 32 COO0H OOIBIIYIO CIIOKHOCTD U
MEHBIIIYIO 3aIUIIEHHOCTD.



Jlajieko He Bce MPOU3BOJAUTENU BBIMYCKAIOT OOHOBJIEHUS, 3aKPhIBAOIINE KPUTHUECKUE
YA3BUMOCTH JIJIS1 CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI 711 O€30ITACHOCTH MOOWIBHOTO TeledoHa:

Hwuuero He siBisieTcs MO-HacTosAMeEMYy OecriaTHBIM. ByZib OCTOpOKeH, Belb KoT/ia Tebe
Ipe/yIaraloT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO ILJIaTHBIE
yCIIyrH,

Hywmaii, mpexae yeMm oTnpaBuTbh SMS, ¢doro winu Bujeo. Thl TOYUHO 3HaElb, I7le OHU
OyZyT B KOHEUHOM HUTOTE?

Heo06x01mMo0 0OHOBJIATH ONEPAITMOHHYIO CUCTEMY TBOETO cMapT(dOHa;
Vcnonb3yii aHTUBHUPYCHBIE ITPOTPAaMMBbI JIJISI MOOWIBHBIX Te1e(OHOB;

He 3arpy:xaii mpuaoKeHHs OT HEW3BECTHOT'O HCTOYHUKA, BeJlb OHU MOTYT CO/IepKaTh
BPEZIOHOCHOE IIPOTPAMMHOE 00ecIIeYeHUE;

[Tocyte TOro Kak ThI BBIWJIEITL C CAaWTa, I/i€ BBOJAWJ JIMYHYI0 WH(pOpPMAIHMIO, 3aiau B
HaCTPOUKHM Opaysepa U yzaau cookies;

HepI/IOI[I/IquKI/I HpOBepHﬁ, KaKHe€ IJIaTHbIE YCIIYT'H aKTUBHPOBAHBI HA TBOEM HOMEDPE;

JlaBaii cBoi HOMep MOOMIBHOTO Tesle)OHA TOTBKO JIIOJAM, KOTOPBIX ThI 3HAEIIb U KOMY
JIOBepsielllb;

Bluetooth omxeH OBITH BBIKJIIOUEH, KOT/Ia ThI UM He IoJIb3yelnbcs. He 3a0bIBail mHOTIA
IIPOBEPATH 3TO.

Online urps1

CoBpeMeHHble OHJIAUH-UTPBl - 3TO KpacouyHble, 3axBaThIBAIOIlNie pa3BJleueHus,
00beINHAIONINE COTHU THICSAY YeJIOBEK 110 BceMy MUpy. Irpoku uccieayoT JaHHbIA UM
MHp, OOIIAIOTCA APYT C APYTOM, BBINOJIHAIOT 33JIaHUs, CPa’KAIOTCA C MOHCTPAMHU U
IIOJIy4aloT OIBIT. 3a YJAOBOJIBCTBUE OHHU IUIATAT: IIOKYyNAIOT JWUCK, OILIAYUBAIOT
a0OHEMEHT WU MTPHUOOPETAI0T KaKUe-TO OIIUH.

Bce 3Tu cpeicTBa UAYT Ha MOJJepKaHUEe M pa3BUTHE UrPhl, a TaKKe Ha camy
6e30MacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI AaBTOPU3AINHU, BBIITYCKAIOTCS HOBBIE ITATUYHN
(mudpoBblIe 3aIUIaTKU AJ1s IPOTrPaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOILO6HI>IX HUIpax CTOUT oOIlacaTbCA HE CTOJIBKO CBOHX COIIEPHHKOB, CKOJIBKO KPaXXU
TBOEI'0 I1apoOJid, Ha KOTOPOM OCHOBAaHA CUCTEMA aBTOPHU3aAIINHU OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE€30IIaCHOCTH TBOETO HUTI'POBOI0O aKKayHTa:

1. Ecsiu 1pyroii urpok BezieT cebs II0X0 WIN co37jaeT Tebe HENPUATHOCTH, 3a0JI0KUPYH
€r0 B CIIFICKE UTPOKOB;

2. [loxasyiici agMHUHUCTpPAaTOpaM WIPHl HA IUIOXO€ IIOBEJIEHHE 3TOTO UIPOKa,
’KeJIaTeJIbHO MPWIOKUTh KaKHe-TO I0Ka3aTeIbCTBA B BU/IE CKPHUHOB;

3. He ykassiBaii 1uuHy10 nHGOpManuioo B mpodaiiie Uurpsl;

4. YBaxxall APyTUX yUaCTHUKOB II0 UTPE;



5. He ycraHaBiuBai HeopUIaIbHBIE IATYH U MOJIbI;
6. Mcrosbp3yi c103KHbIEe U pa3Hble TapoJIy;

7. Jlake BO BpeMs UTPHl He CTOUT OTKJIOYATh aHTUBUpYC. Iloka ThI Urpaemib, TBOU
KOMIIBIOTED MOTYT 3apa3UTh.

OUINMHT WIH KpaixKa JIHYHbIX JTaHHbIX

OOBIUHON Kpaked JIeHer U JIOKYMEHTOB CErofHs y:Ke HHKOrO He YAWUBHIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJOTUH 3JI0YMBIILIEHHUKU I1€PEMECTIINCh B MHTEPHET, U
MIPO/IOJIKAIOT 3aHUMAThCA "JIIOOUMBIM" J1€JTOM.

Tak mosiBUIaCh HOBAsl yrpo3a: UHTEPHET-MOIIIEHHUYECTBA WU (UILIUHT, TJIaBHASA IEJTh
KOTOPOTO COCTOUT B TIOJyYeHHUU KOHQMUAEHIUATBHBIX JAaHHBIX II0JIb30BaTeIeH -
JIOTUHOB U maposieid. Ha anriuiickom si3bike phishing unraercs kak ¢pumusr (ot fishing
- ppiOHas JI0BJIsA, password - TapoJib).

OcHOBHBIE COBETHI 10 OOpHOE ¢ QUITMTHTOM:

1. Cienu 3a cBOoUM AKKayHTOM. Ecimn ThI Imoao3peBacnib, 4YTO TBOA aHKETa ObLIa
B3JIOMaHa, TO HeO6XOI[I/IMO 3&6)IOKI/IpOBaTI) ee u COO6H.II/ITI> AIMHUHHUCTPpATOpaM pecypca
00 5TOM KakK MOKHO CKOpee;

2. Hcnosnw3yéh Oe3omacHble BeO-calThl, B TOM UHCJIEe, WHTEDHET-MarasuHoB U
ITIOMCKOBBIX CHCTEM;

3. Mcnosnb3yil cmoskHble U pa3Hble naposu. Takum obpa3oM, ecsu Tebs B3J0OMAIOT, TO
3JI0YMBIIJIEHHUKHU TIOJIy4aT JOCTYII TOJIBKO K OJHOMY TBOeMy IIPO(UIIIO B CETH, a He KO
BCEM;

4. Eciiu Tebs B3s10Masn, TO HE0OXOUMO MIPEAYIIPENUTH BCEX CBOMX 3HAKOMBIX, KOTOpbIE
nobaByeHbl y TeOA B APY3bAX, O TOM, YTO TeDs B3JIOMaJI W, BO3MOXKHO, OT TBOETO
MMeHU Oy/IeT pacchlIaThCs CIIaM U CChUIKU HA (DUIIIITHTOBBIE CANTHI;

5. YcraHoBH HajieskHBIN 1Taposib (PIN) Ha MOOWIbHBIN TeledOoH;
6. OTKJIIOUH cOXpaHEeHMe apoJis B Opaysepe;

7. He oTkpbiBail ailyibl U IPyrUe BJIOXKEHUs B MHUChbMaX, AaKe €CJU OHU MPHUIILIA OT
TBOUX Jipy3el. JIydile yTOYHH Y HUX, OTIIPABJISIIH JI OHU Tebe 3TU (paiisibl.

IMudpoBas pemyranus

[Mudposas pemyTaius - 3To HeraTUBHAA WIN ITO3UTHUBHAA UHGOpManus B CETU O Tele.
Kommnpomerupymoimias nadopmanus, pa3MelleHHass B UHTEPHETE, MOXKET Cephe3HbIM
00pa3oM OTpa3uUThCs HA TBOEU peasbHOU ku3HU. "l[udpoBas pemyramus’ - 3TO TBOU
UMUK, KOTOPBIN hopmMupyercs u3 nHGopManuu o Tebe B THTEPHETE.

TBoe MecTO XUTeJabCcTBa, y4ueObl, TBOe (UHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTH
XapakTepa U paccKkasbl 0 OJIU3KUX - BCE 5TO HAKAIINBAETCs B CETH.

MHorue moAPOCTKY JIETKOMBICJIEHHO OTHOCATCS K ITyOJIMKAIIMH JUYHON HHGOPMAIUH B
VIHTepHeTe, HE TOHUMAsI BO3MOXKHBIX ITOCJIe/IcTBUM. ThI /Ja’ke He CMOJKEIIb JI0TalaThCs
0 ToM, uTO (poTtorpacusi, pa3MelrieHHas 5 JIeT Ha3aJ], CTajla IPUUYHUHON OTKa3a IMIPUHATH
Tebs1 Ha paboTy.



KomMenTapuu, pasmellieHne TBoux ¢oTorpaduil W Apyrue JedCTBUS MOTYT He
HCYe3HyTh JlaKe I0ocjIe TOTO, KaK Thl UX yJaIulib. Thl He 3Haellb, KTO COXPAaHWI 3Ty
nHbOpMaNUIo, MoMaja JU OHA B IOUCKOBBIE CHUCTEMBI U COXpPaHWIAch JIM OHA, a
[JIaBHOE: YTO MOAYMAIT O Tebe OKpy’KalollHe JIIO/IN, KOTOpble HAWAyT U YBUJAT 3TO.
Haiitu nHpOopManuio MHOTO JIET CIIYCTs CMOXKET JI000MU - Kak U3 J00pbIX OOy KIeHUH,
TaK U ¢ HaMepeHNueM NPUYUHUTH Bpe. ATO MOKET ObITh KTO YTOHO.

OcHOBHBIE COBETHI 110 3a1uTe UG POBON PeIyTaIUN:

1. [lomymaii, mpeXkzile 4eM YTO-TO IyOJIMKOBaTh W IepefiaBaTh y cebs B OJiore WM B
COILIMAJILHOM CETH;

2. B HacTpoiikax nmpoduis yecTaHOBU OTPAHUYEHUS HA IPOCMOTP TBOETO MPOMUIIA U €r0
COJIEP>KUMOTO, C/IeJIal ero TOJIbKO "JIJIs Apy3ei';

3. He pazmeraii 1 He yka3bsIBali “H(POPMAIHIO, KOTOPAsS MOKET KOro-JIub0 OCKOPOJIATH
I OOMKAaTh.

ABTOpCKOE IpaBo

CoBpeMeHHbIE IIKOJIBHUKUA - AKTHUBHBIE II0JIb30BATEIM IU(PPOBOTO MPOCTPAHCTBA.
OnHaKo AajIeKo He BCe 3HAIOT, YTO MOJIb30BAHNE MHOTHUMU BO3MOXKHOCTSIMH IU(MPOBOTO
Mupa TpebyeTt cobIIoAeHNs ITPAaB Ha UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTD.

TepMuH "WHTEUIEKTyaJibHAsA COOCTBEHHOCTH' OTHOCUTCSA K Pa3JIUYHBIM TBOPEHHAM
YeJIOBEYECKOTO yMa, HayMWHas C HOBBIX HM300peTEHWH W 3HAKOB, 0003HAYAIOIINX
cOOCTBEHHOCTh Ha IIPOAYKTHI W YCJIYTH, W 3aKaHYMUBas KHUTaMH, (oTtorpadusmu,
KUHODWIBMaMH U My3bIKaJIbHBIMU ITPOU3BEAEHUSIMHU.

ABTOpCKHeE IIpaBa - 3TO IIpaBa Ha WHTEJUIEKTYAIbHYIO0 COOCTBEHHOCTh Ha ITPOU3BEEHUS
HAyKH, JINTEPATYPbl U MUCKYCCTBA. ABTOPCKHE IpPaBa BHICTYIIAIOT B KayeCcTBe TapaHTHHU
TOT0, UTO UHTEJUIEKTYATbHBIN/ TBOPUECKUH TPY/l aBTOPA He OyZeT HAIIPACHBIM, JIACT EMY
CIIpaBe/ITMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPYyAa, IMOJIYUUTH
HM3BECTHOCTH U Npu3HaHue. HuKTo 6e3 pa3pereHus: aBTOpa He MOKET BOCIIPOU3BOIUTH
€ro TPOU3BEJIeHNEe, PACIpPOCTPAHATh, IyOJUYHO JAEMOHCTPHUPOBATh, IPOAABATh,
UMIIOPTHPOBATh, IIYyCKAaTh B IPOKAT, IyOJUYHO HUCIOJHATH, IIOKA3hIBATh/UCIIOJHATH B
acdupe wn pa3meriars B UTHTepHETE.

Hcnonb3oBaHue "HTHPaATCKOro' IPOrpaMMHOTO oOecliedyeHHsT MOKET IIPUBECTH K
MHOTHM PHUCKaM: OT IIOTEPH JAaHHBIX K TBOUM aKKayHTaM J0 OJIOKUPDOBKH TBOETO
YCTPOMCTBA, IJle yCTaHOBJIEHA HeslerasibHasA nmporpamma. He cTrout Takske 3a0bIBaTh, YTO
CYII[ECTBYIOT JIETAJIbHBIE U OecIIaTHBIE IIPOIPaMMbI, KOTOPbIE MOKHO HAaHTH B CETH.

O nopraJe

CereBU4OK.p - TBOU TIJIAaBHBIM COBETUYUK B CeTH. 3/1€eCh Thl MOKeEIIb y3HATh O
06e30MacHOCT! B CETH IOHATHBIM U JIOCTYIHBIM S3BIKOM, a HPU BO3HUKHOBEHUH
KPUTUYECKOU CHUTyallid OOpaTUTHCSA 32 COBETOM. A TaKKe INPHUHATH yJacTHe B
KOHKYPCaXx U CTaTh CaMbIM IIU(POBBIM I'PAKJAHUHOM !

IIpunoxenue N° 3

[Tpunoxkenue 3. [lamaTka jiisa poautesneir 06 nHGOPMAIMOHHON 6€3011aCHOCTH JieTel
Omnpenenenne TepMuHa "WHOOpPMAIMOHHAs OE30TAaCHOCTh JEeTEeU" COJIEPIKUTCSA B
®enepanbHOM 3akoHe NO 436-P3 "O zamure sieTeld oT HGOOPMAIUH, TPUYWHSIONIEH
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BDEJl UX 3JIOPOBBI0O M PA3BUTHIO", PETYIUPYIONIMM OTHOIIEHUS, CBSI3aHHBIE C 3aIUTOMN
Jeteir oT WHMOpMAIUK, HTPUYMHAOINIEH Bpel WX 370POBbI0 U (WIH) Pa3BUTHIO.
CorsytacHO laHHOMY 3aKOHY "MH(MOpMAIMOHHAsA 6€30TaCHOCTh JeTeN - 3TO COCTOSHUE
BAIMINEHHOCTH, IIPU KOTOPOM OTCYTCTBYe€T PHCK, CBSI3aHHBIA C IPUYHUHEHUEM
nHpOopMaIel Bpe/ia UX 37I0POBbI0 U (WIn) PU3HUUECKOMY, IICUXUUECKOMY, JYXOBHOMY,
HPABCTBEHHOMY Pa3BUTHUIO.

B cunmy ®enepanbHoro 3akoHa NO 436-®3 wHbopmanueid, NPUYUHSAIOMIEA Bpe
3710POBBIO U (MJIN) PA3BUTHIO JIETEH, ABJISIETCS:

1. uadopmarnus, 3amnpelleHHas Jiyisg paclpocTpaHeHUs Cpeu JIeTel;

2. nHdoOpManHs, pacIIpocTPaHEHHE KOTOPOH OrPaHUYEHO CPeAU JeTel OIpeieIeHHBIX
BO3PACTHBIX KaTETOPUU.

3. K mndopmanum, 3anpemnieHHON JJIsT pacipoCTPaHEHUS CPEIH JIETENH, OTHOCUTCS:

4. nHpOpMaIus, MOOYKAAMIIAsA JIETEH K COBEPIIEHUIO JAEUCTBUM, MPEACTABIISIONINX
yIpo3y UX JKU3HU U (WIH) 3/I0POBBIO, B T.4. IPUYHHEHHIO BpeZla CBOEMY 37I0POBBIO,
CaMOYyOUCTBY;

5. CHOCOOHOCTH BBI3BATh y JleTeH »KejaHWe yHOTPeOUTh HAPKOTUUECKHUE CPEZICTBA,
IICUXOTPOITHbIE ¥ (WIM) OJlypMaHUBAIOIIME BeIIecTBa, TabadHble W3AEIUA,
JIKOTOJIBHYIO U CITUPTOCOEPIKAIIYI0 ITPOIYKIIUIO, IIMBO W HAIIUTKHU, U3TOTaBINBaeMble
Ha €ro OCHOBe; IMPHUHATH y4acTHEe B a3apTHBIX Wrpax, 3aHUMATBHCA IPOCTUTYIIUEH,
OPOSKHIYECTBOM HJTH ITOMIPOIIaWHUYECTBOM;

6. O0OOCHOBBIBAIOIIAS WJIM OIPaBAbIBAIONIAA JOIYCTUMOCTh Hacwiusd u (wim)
JKECTOKOCTH JIMOO TI0OY»K/Iarolas OCYIIEeCTB/IATh HACHIbCTBEHHBIE JIEHCTBUS IO
OTHOILIEHHIO K JIFOJSIM U >KMBOTHBIM;

7. OTpUIAIONIAs ceMelHble IeHHOCTH U (GOpMHPYIOIIasA HeyBaKEHUE K POJAUTENIAM U
() APYTHUM UJIeHAM CEMbH;

8. ompas/ipIBaloIas IPOTUBOIIPABHOE MTOBE/IEHUE;
9. coJieprKalas HelleH3ypHYIo OpaHb;
10. cogeprkaIas nH(popMaIro MopHOrpadgpuIecKoro xapakrepa.

K undopmanuu, pacrpocTpaHeHHe KOTOPON OTpaHUYEHO Cpefu JeTel ompeeIeHHOTO
BO3pacTa, OTHOCUTCA:

1. nuHdopMaIus, MpeJicTaBaseMas B BUe U300pa’KeHUsI WIH OIMHCAHHUs 3KECTOKOCTH,
¢usnueckoro u (WIHM) IMCHXWYECKOTO HACWIHSA, IPECTYIUIEHUS HJIA HHOTO
aHTHUOOIECTBEHHOIO JEeHCTBUA;

2. BBI3BIBAIONIAA Y JleTed CTpaX, y:Kac WIN MHaHUKY, B T.4. IpeJCTaBjseMas B BHUE
U300pakeHUsT WIM OIKMCAHUS B YHIDKAOIIEH 4YeJIOBeUeCKOoe JIOCTOMHCTBO (opme
HEHACWIbCTBEHHON CMePTH, 3a00JIeBaHUA, CAMOYOHUICTBA, HECUACTHOTO CJIy4Yasi, aBApUH
WM KaTacTpodsl U (MJIH) UX ITOCIIE/ICTBUM;

3. IpejicTaBisseMas B BUJie N300paKeHUs WX OMUCAHUSA IIOJIOBBIX OTHOIIEHUU MEXKIY
MY>KUMHOU U KEHII[UHOU;

4. cogepKaiad 6paHHI>Ie CJIOBA M BbIPpAKEHHA, HE OTHOCAIIIUECA K HeHeHBypHOﬁ 6paHI/I
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C yuetom atoro Bam mpeajiaratores mpaBuiia paboThl B ceTy IHTEpHET /1 pa3IUUHBIX
BO3PDACTHBIX  KaTerOpWUH,  COOJIIOZIEHME  KOTOPBIX  IO3BOJIUT  00OecmevyuThb
MHOOPMALIMOHHYIO 0€30I1aCHOCTh BAIIIUX JIeTeH.

OO01ue mpaBWwiIa ISl poauTeIen

1. HeszaBucumo oT Bo3pacTta pebeHKa WCHOJIB3YUTE IPOrpaMMHOe oObecriedeHue,
noMoratoiiee GUIbTPOBATh M KOHTPOJIUPOBATh MHGOpPMAIMIO, HO HE IoJarairech
IIOJTHOCTBIO HA Hero. Baille BHUMaHMe K peOeHKY - TJIaBHBIN MeTO/1 3alIUThI.

2. Ecytu Barmn pebeHOK MMeeT akKayHT Ha OJHOM U3 COIUAIbHBIX cepBHcoB (LiveJournal,
blogs.mail.ru, vkontakteru u T.I.), BHMUMAaTeJbHO M3YYUTE, KaKyl0 HHMOPMAIIUIO
IIOMEIIAIOT €ro YYaCTHUKUA B CBOUX NMpodwiax W Osorax, BKIwudas ¢oTtorpaduu u
BHJIEO.

3. IIpoBepbTe, ¢ KakKUMHU JAPYTUMH caliTaMU CBA3aH COI[UAIBHBIM cepBuUC Bamiero
pebenka. Crpanmuku Bamrero pebeHka MOryT OBITh 0€30MACHBIMU, HO MOTYT U
coZlep:KaTh CChUIKU Ha HeXKeJIaTeJIbHbIE U OMAaCHbIE CANTHI (HAapUMeED, IIOPHOCAUT, WIIH
calT, Ha KOTOPOM JIpyT YIOMUHAaeT HOMeP cOTOBOTO TesedoHa Bamiero peGeHka mimn
Bar qomarnrHuii ajipec).

4. Tloompsiite Bamux gereit coobmaTh 000 BCEM CTPAHHOM WJIN OTTAJIKUBAIOIIEM U HE
CJTUIIIKOM OCTPO pearupyiuTe, KOT/Ia OHU 3TO JeJIaioT (13-3a OmaceHus MOTEPATH TOCTYII
K VHTepHeTy JleTH He TOBOPSAT POAUTENSAM O mpobsieMax, a TakKe MOTYT HadaTb
HCII0JIb30BaTh VIHTEpHET BHE I0MA U IIIKOJIBI).

5. Bynbre B Kypce ceTeBol ku3HU Bamero pebenka. lHTEpecyiiTech, KTO UX APY3bs B
W HTEpHEeT TakK ke, KaK HHTepecyeTeCh peajbHbIMU IPY3bsAMU.

Bo3pacr ot 7 1o 8 et

B MHTEpHETE PEOEHOK CTApAEeTCsA MOCETUTh T€ WJIM MHBIE CAWThI, & BOSMOXKHO WM YaThl,
paspelieHre Ha IOCeleHre KOTOPBIX OH He MOJy4YHa Obl oT poaurtenend. I[losTomy
ponuTesisiM OCOOEHHO TIOJIE3HBI OyAyT Te OTYEThI, KOTOPHIE IIPEIOCTABJISAIOTCS
IporpaMMaMu IO OTPAaHUYEHUIO HWCHOJb30BaHusA UHTepHeTa, T.e. PomuTenbckuii
KOHTPOJIb WJIN TO, YTO BbI CMOJKETe YBUJIETh BO BPEMEHHbIX (aitmax. B pesynbrarte, y
pebeHKa He Oy/leT OIIYIEeHHs, YTO 3a HHUM BEJIETCS IOCTOSHHBIA KOHTPOJIb, OJTHAKO,
poauTenu OyAyT THO-IIPEXHEMY 3HaTh, KaKHEe CAUThI Iocelaer ux pebeHOk. [etw B
JITAaHHOM BoO3pacTe o00JIaal0T CHJIBHBIM YyBCTBOM CE€MbU, OHHU JIOBEPUHMBBHI U HE
COMHeBaIOTCs B aBTopuTeTax. OHU JIDOAT UTPATh B CETEBBIE UTPHI U ITyTEIIECTBOBATH IO
HTEpHETY, HCHOJb3ysA 3JEeKTPOHHYIO TIOUTYy, 3axXOJIUTh Ha CAWThl U 4YaThl, He
peKOMeHI0BaHHbIE POAUTEIISAMU.

Cosertnl 110 6€30T1aCHOCTH B ceTu MIHTEpHeT 111 AeTel 7-8 JieT

1. Co3paiiTe CIUCOK JOMAIIHUX MPaBWJI NocelleHus VHTepHeTa NpPU y4acTUM JieTed U
TpeOyiiTe ero BHIIIOJTHEHUS.

2. Tpebyiite or Bamero pebenka coOso/ieHUsI BPDEMEHHBIX HODM HAXOXKAEHUS 34
komIbioTepoM. [Tokaxkurte pebeHKy, uTo Bbl HabI07jaeTe 32 HUM He NMOTOMY 4TO Bam
3TO X0YeTcs, a IOTOMY 4To Bbl 6ecriokouTech 0 ero 6e30MacHOCTU U Bcerzia TOTOBBI €My
IIOMOYb.

3. KommbioTep ¢ nogxiouenneM K MIHTEPHETY /IOJPKEH HAXOAUTHCA B 00OIIel KOMHaTe
10/l IPUCMOTPOM POJIUTENIEN.



4. HCHOJ’II)SYIZTG CIieqra/JibHbI€ AE€TCKHE IIOMCKOBbIE MAIIIMHbI.

5. Mciosp3yiiTe cpefcTBa OJIOKMPOBAHUSA HeXKeJIaTeJIbHOTO KOHTEHTA KaK JIOTOJIHEHUE
K CTaHZIapPTHOMY PoauTessbcKkOMy KOHTPOJIIO.

6. CosmaiiTe ceMeWHBIA 3JIEKTPOHHBINA SIMHK, YTOOBI HE IIO3BOJIUTH JIETSIM HMETH
cobCTBEeHHBIE ajipeca.

7. Byokupy#Te OCTYIl K caTaM C OeCIUIaTHBIMU ITOYTOBBIMU SIIITUKAMU C ITOMOIIBIO
COOTBETCTBYIOIIETO IPOTPAMMHOT0 0OecIieyeHusl.

8. Ilpuyuure sereili coBeToBaTbcA ¢ Bammu mnepes; omyOJIMKOBaHHEM KaKOH-I00
nHpOpPMalK Cpe/ICTBAMU 3JIEKTPOHHOM IIOYTHI, YaTOB, PETUCTPALIMOHHBIX (HOPM U
npoduien.

9. Hayuure nereii He 3arpykarh ausibpl, MpPOrpaMMbl WJIH My3bIKy 0Oe3 Balllero
corJracus.

10. He paspemaliTe JieTsM HCI0JIb30BaTh CIyKObI MTHOBEHHOT'O OOM€eHAa COOOIEeHUAMH.

11. B "Gesprit" cimcok caiToB, pa3pelieHHbIX AJIs MTOCEIeHNA, BHOCUTE TOJIBKO CANTHI C
XOPOIIeH perryTaruen.

12. He 3a0nIBatiTe Oece/1oBaTh ¢ JeThbMU 00 UX APYy3bsaX B VIHTEpHETE, KaK ecu Obl peyb
IIJ1a O ZIPY3bSAX B peIbHOU KU3HU.

13. He nmenaiite "Taby" u3 BOIIPOCOB MMOJIOBOU JKU3HU, TaK Kak B MIHTepHeTe IeTH MOTYT
JIETKO HATKHYTHCSI HA TOPHOTPADUIO MU CAUTHI "1 B3POCIIBIX .

14. Ilpuyuure Bamero pebeHka coobmaTh BaM O JIIOOBIX yrpo3ax WJIM TpeBOrax,
cBsi3aHHBIX ¢ IHTepHEeTOM. OCcTaBaliTeCh CHOKOWHBIMH U HAIIOMHHTE JI€TSM, YTO OHU B
06e30macHOCTH, ecjIM CaMH paccKka3ajii BaM O CBOoMX TpeBorax. lloxBanure mx u
ITIOCOBETYUTE MOJOUTH eIlle Pa3 B MOJA00HBIX CITyJasX.

Bospacr xereu ot 9 10 12 JIeT

B anHOM BO3pacTe JleTH, KaK MIPaBUJIO, Y>Ke HaCJ/IBIIIaHbl O TOM, Kakasd uHQopManusd
cymectByer B MHTepHeTe. COBeplIeHHO HOPMAJIbHO, YTO OHH XOTAT 3TO YBUJETH,
IIpOYecThb, ycablmaTh. Ilpu 3TOM Hy:XHO IOMHUTH, UTO JIOCTYH K HeKesaTeJbHBbIM
MaTepuaJiaM MOXKHO JIETKO 3a0JIOKMpPOBATh NPH IOMOINM CPEeACTB PoauTenbckoro
KOHTPOJIA.

CoBeTnlI 110 0€30IIaCHOCTH /I ETEU OT Q JI0 12 JIeT

1. Co3zaliTe CIIMCOK JAOMAIIHUX NpaBWJI NocemieHusa VIHTepHET IIpU ydyacTUU JIeTed U
TpeOyiiTe ero BHITIOJTHEHUS.

2. TpebyiiTe ot Barmero pebenka co61t0/IeHUsI HOPM HaXO0K/IeHUs 32 KOMITBIOTEPOM.

3. Habmonaiite 3a pebeHKOM mpu paboTe 3a KOMITBIOTEPOM, MOKAXKHUTE €My, 4TO BbI
OGecrioKoUTeCh O ero 6€30MaCHOCTH U BCET/Ia TOTOBBI OKa3aTh €My IIOMOIIIb.

4. KommpioTep ¢ noakioueHneM B VIHTEPHET JIO/KEH HAXOJUTHCA B OOIel KOMHAaTe
IO/T IPUCMOTPOM POAUTENIEN.



5. Mcniosp3yiiTe cpefcTBa OJI0KMPOBaHUS HeXKeJIaTeJIbHOTO KOHTEHTA KakK JIOIOoJIHEHNe
K CTaHZIapTHOMY PoauTessbcKkOMy KOHTPOJIIO.

6. He 3a0biBaliTe HpUHUMATh HEINOCPEACTBEHHOE Y4yacTHe B JKU3HU pebeHKa,
GecestoBaTh C eTbMU 00 UX APY3bsxX B VIHTEpHEeTeE.

7. HacrauBatiTe, 4TOOBI IETU HUKOT/Ia HE COTJIAIIAIMCH HAa JIUMYHbBIE BCTPEYH C APY3bAMU
o lurepHery.

8. Tlo3BosisifiTe JETAM 3aXOAUTHh TOJIBKO Ha CAaUThI U3 "0eoro" CIucKa, KOTOPBIHA
co37aliTe BMECTe C HUMHU.

9. Ilpuyuure peTeld HUKOI/IAa He BBIJIABaTh JIMUYHYI0 HH(MOpPMALUIO Cpe/ICTBAMU
BJIEKTPOHHOU TIIOYTBHI, YATOB, CHUCTEM MIHOBEHHOTO oOOMeHa COOOIIEHUAMU,
perucTpauuoHHbIX (GOpPM, JIMYHBIX Npoduwiell U NPU PerucTpaluyd Ha KOHKYPCHI B
HNuTepHerTe.

10. IIpuyumuTe aereil He 3arpyKarh mporpaMmmbl 0e3 Bamiero paspemenus. O0bacHUTE
UM, YTO OHU MOIYT CJIy4allHO 3arpy3uThb BHUDPYChl WJIH JpYyroe HeKeaaTeJIbHOe
IIporpaMMHOe obecrieueHue.

11. Cozpgaiite Bamemy peGeHKy OrpaHUYEHHYIO YUETHYI0 3aluch i paboThl Ha
KOMIIBIOTEPE.

12. IIpuyuure Barmero pebGeHkKa cooOIaTh BaM O JIIOOBIX yIpo3axX WIH TPEBOTax,
cBs3aHHBbIX ¢ MHTepHeTOM. HamoMHuTE /EeTsAM, UTO OHU B 0E30ITaCHOCTH, €CJIU CaMH
pacckasajii BaM O CBOUX TPEBOTax U OMACEHUSX.

13. Pacckaxure netam o nopHorpagum B UHTepHeTe.

14. HacrauBaiiTe Ha TOM, 4YTOOBI JIeTH MNPEAOCTABJSIA BaM JOCTyI K CBOeH
3JIEKTPOHHOMU MOYTe, YTOOBI BbI yOEITHUJINCH, UTO OHU HE O0IIAI0TCs C HE3HAKOMIIaMH.

15. OObsicHUTE JeTAM, UTO HeJb3s WCIOJIb30BaTh CETh IS  XYJIUTAHCTBA,
pacripoCcTpaHeHUs CIUIETEH WU YTPO3.

Bo3spacr aerei ot 13 10 17 JIeT

B 3TOM BO3pacTe MOJPOCTKH aKTUBHO HCIIOJIB3YIOT MTOMCKOBBIE MAIIIMHBI, TOJIH3YIOTCS
BJIEKTPOHHOU IIOYTOM, CJIy:k0aMU MTHOBEHHOTO OOMEHa COOOIIEHUSIMH, CKAYUBAIOT
My3bIKy U (QmibMbl. MajapunkaM B 3TOM Bo3pacTe 0oJbllle 1O HPaBy CMeTaTh Bce
OTPaHUYEHUs, OHU KAKAYT IpybOTro 10MOpa, a3apTHHIX UT'P, KAPTUHOK "1 B3POCJIBIX .
JleBOUKM IMPEANOYUTAIOT O0lIaThcsl B YaTaX, I[PU STOM OHU Topaszio Ooee
YyBCTBUTEJIBHBI K CEKCYyaJIbHBIM JIOMOTraTeIbcTBaM B lIHTepHeTe.

3auacTyio B JIJaHHOM BO3PacCTe POJUTEIISAM y3Ke BeChbMa CJIO?KHO KOHTPOJIIPOBATH CBOUX
JleTel, Tak Kak 00 VIHTepHeTe OHU y»Ke 3HAIOT 3HAUUTEJIbHO OOJIbIIIE CBOUX POJTUTEJIEH.
Tem He MeHee, He OTIyCKalTe JaeTed B '"cBoOOAHOe ILTaBaHue" Mo VHTepHeTy.
CrapaiiTech aKTUBHO y4aCcTBOBATh B 001ieHNN pebeHKa B IHTepHeTe.

BaxkHO TIO-IpEKHEMY CTpPOTO CcOOJIoAaTh IIpaBwia HHTEpHET-0€301acHOCTH -
coTJIallleHue MEXK/Iy POJIUTENISIMA U JIeTbMH. KpoMe TOro, HeoOXOAUMO KaK MOXKHO
yaie MpocMaTpPUBATh OTUETHI O JiesiTeJIbHOCTH JleTeld B MIHTepHeTe. Cieryer 0OpaTuTh
BHUMAaHUE Ha HeOOXOAUMOCTb COJIEPKAHUSA POAUTENbCKUX mMaposiedl (mapoJsiei



aIMHUHHUCTPATOPOB) B CTPOTOM CeKpeTe U OOpaTHTh BHHUMAaHHE HA CTPOTOCTh 3THUX
mapoJien.

CoBeTbI 10 6€30MacHOCTH B 3TOM BO3PacTe OT 13 710 17 JIET

1. Co3mailiTe CHUCOK JIOMAIIHUX IIPABWJI IOCelleHus IHTepHeTa IpW ydacTHU
IIOZ[POCTKOB M TpeOylTe 06e3yCJIOBHOTO €ero BbIMOIHEeHUs. OOroBoputre ¢ pebEeHKOM
CIIMCOK 3allpellleHHbIX cailToB ("4yepHbIN cmucok"), 4dackl paboTbl B HHTepHeTe,
PYKOBO/ICTBO 110 001IeHuI0 B VIHTepHeTe (B TOM YHCJIE B YaTax).

2. KommproTep ¢ MOAKIIOUEHUEM K ceTu MHTEpHET JOJIKEH HaxOJUThCs B OOIIEn
KOMHare.

3. He 3a0piBaiiTe GeceioBath C JIeTbMU 00 UX JIpy3bsaX B VIHTepHeTe, 0 TOM, UeM OHH
3aHATHI TAKUM 00pa3oM, OyATO pedb UET O APY3bSIX B peayibHOU ku3HU. CparmuBaiTe
0 JIIOJIAX, C KOTOPBIMU JIeTH OOIIAIOTCA IOCPEJCTBOM CJIy:KO MTHOBEHHOrO oOMeHa
COO0IIEHUAMU, YTOOBI YOEAUTHCS, UTO STH JIFOAN UM 3HAKOMBL.

4. Vlcnionp3yiiTe cpesicTBa 6JIOKMPOBAHUSA HEXKeJIaTeIbHOTO KOHTEHTA KaK JIOMOJIHEHUE
K CTaHZIapTHOMY PoauTessbcKkOMy KOHTPOJIIO.

5. Heobxomumo 3HaTh, KakKMMH 4dYaTaMH IIOJb3yIOTCA Bamu getu. Iloompsiite
HCIIOJIb30BaHUE MOJEPUPYEMBIX YaTOB M HAacCTawMBaWTe, YTOOBI JeTH HE OOIIaNCh B
MIPUBATHOM peKHUME.

6. HacrauBaiiTe Ha TOM, YTOOBI /IETU HUKOI/IA HE BCTPEYAIUCH JIUYHO C JIPY3bsIMH U3
cetu lHTEpHET.

7. llpuyuure pgeTeli He BBAABaTh CBOIO JIMYHYI0 WHQOPMANUIO CpeICTBAMH
BJIEKTPOHHOU TIOYTBHI, YaTOB, CHCTEM MIHOBEHHOTO oOOMeHa COOOIIEeHUsIMH,
perucTpauuoHHbIX (OpPM, JIMYHBIX Npoduwiell U HPU pPerucTpaluyd Ha KOHKYPCHI B
WuTepHere.

8. IlpuyuwnTe /eTelt He 3arpy»kaTh mporpaMmbl 0e3 Barmero paspemenus. O0bsicHUTE
UM, 4YTO OHHM MOTYT CJIy4alHO 3arpy3uTh BUPYChl WJIM JIPyroe HeXeJJaTeJabHOe
IporpaMMHoe obecrieueHue.

9. Ilpuyunure Bamrero pebenHka coo0maTh BaM O JIIOOBIX yTPO3axX WU TPEBOrax,
cBaA3aHHBIX ¢ MHTepHeTOM. HamomHuTe /€TAM, 4TO OHU B 0€30IMACHOCTH, €CIU CaMH
pacckasajii BaM, O CBOMX yrpo3ax WM TpeBorax. [loxBajnTe MX W IIOCOBETYWTE
IIO/IOUTH eIle Pa3 B MOA00HBIX CIIyJasiX.

10. Pacckaxure neram o nopHorpaduu B MHTepHeTe. [loMorute MM 3aliUTUTBCA OT
cnama. Hayuwre mnoapocTkoB He BbjaBaTh B VIHTepHeTe CBOEro peajibHOrO
3JICKTPOHHOI'O ajijpeca, He OTBeYaTb Ha HeKesaTeJbHble IIMCbMa W HCIIOJIb30BaTh
cIlelajbHbIe IOYTOBBIE (DUIBTPHI.

11. [TpuyunTte ce6s1 3HAKOMUTHCSA C CAUTAMU, KOTOPBIE IOCENIAIOT OPOCTKHU.

12. Hayuure feTeli yBaXKaTh JIpyTUX B UHTEpHeTE. YOeIUTECh, YTO OHU 3HAIOT O TOM, UTO
IIpaBUJIa XOPOIIIEeTO MTOBEeAEHUA JIENCTBYIOT Be3/IE - /IaKe B BUPTyaJIbHOM MUpE.

13. OObsacHUTE JeTAM, YTO HHU B KOEM CJIydae HeJIb3sl HCIOJIb30BaTh CeTb [id
XyJIUTAHCTBA, PACIIPOCTPAHEHU CIJIETEH WIN YIPO3 IPYTUM JIFOAM.



14. O6cyauTe ¢ MOAPOCTKAMH MPOOJIEMBI CETEBBIX a3apTHBIX UTP M HX BO3MOXKHBIHN
puck. HariomHuTe, 4TO IETU HE MOTYT UTPATh B 3TH UTPHI COIJIACHO 3aKOHY.

[TocTOAHHO KOHTPOJIUPYHTE HCIOJIb30BaHue HTepHera Bammm pebenkom! 3to He
HapylLIeHHWe ero JIMYHOIO IIPOCTPAHCTBA, a4 Mepa IPEeJOCTOPOXKHOCTU U IPOABJIECHHE
Bamieil poauTeIbCKON OTBETCTBEHHOCTU U 3a00THI.
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